Improved Tradeoff-based Models of the Internet

Anthony Spatharis', Ilias Foudalis', Minas Gjokaz, Panagiota Krouska',
Christos Amanatidisl, Christos Papadimitriou’, and Martha Sideri’

'Deparment of Computer Science
Athens University of Economics and Business
46 Patision, Str, GR 104 34, Athens, Greece*
E-mail: (spathari,sideri)@aueb.gr

’Donald Bren School of Information and Computer Sciences

University of California, Irvine, CA 92697
E-mail: mgjoka@uci.edu

*Deparment of Computer Science
University of California at Berkeley, USA
E-mail: christos@cs.berkeley.edu

Abstract: This paper introduces and evaluates
several new models of the Internet graph, inspired
by the model proposed by Fabrikant, Koutsoupias,
and Papadimitriou (FKP), in which connections are
chosen based on a tradeoff between a geometric
objective and a topology objective. For each new
node, the proposed models add at least two edges
which optimize in addition to the original tradeoff,
secondary criteria such as path independence, and
then proceed to add, with some small probability, a
new edge from the receiving node. In another
version of the model, new edges can be added only
to certain nodes, which are designated as fertile, an
attribute that changes dynamically. These models
are evaluated by comparing them to the real
Internet AS graph (or network, interchangeably)
with respect to a suite of many test parameters
(such as power law exponent and local clustering
rank) proposed in the literature.
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1. Introduction

Complex networks have recently attracted much
attention in disciplines as diverse as sociology,
biology, economics, and computer science; see [5]
[6] [7] [10] [11] [16] [18] for several reviews and
bibliographies from different perspectives. In
computer science, interest in complex networks
arose mainly in connection to the Internet and the
worldwide web.

The Internet is a hierarchical network composed
of communication devices (routers) interconnected
with links, and belonging to tens of thousands of
different administrative domains. Understanding
the structure of the Internet is a major research
frontier in Computer Science. In particular, it is of
great importance to understand the quantitative
properties of the Internet topology (the Internet

graph), since proposed new protocols need to be
tested on models that are as realistic as possible.

In this regard, the observation, due to [13], that
the degrees of the Internet graph are power law
distributed brought about a revolution in the area.
It made researchers realize that sophisticated graph
models are needed that go beyond the traditional
G[n,p] random graph models. Indeed, starting with
the preferential attachment model [3], many such
models have been proposed, see [1] [5] [14] for
recent surveys.

One of the most influential models of the Internet
topology is the so-called FKP model proposed in
[12]. In this model, nodes arrive one after the other
and each node is connected to the previous node
that minimizes a linear combination of (intuitively,
a tradeoff between) two objectives: Euclidean
distance, and topological (hop) distance from the
first node. While this model has been shown in
[12] to produce power law-distributed degrees for
large areas of the tradeoff, it has also several
shortcomings. For example, the produced network
is a tree; as a consequence, the average degree is 2
(less than half of that of the real Internet).

This paper extends the FKP-based model in
several novel directions, in a way that addresses
these shortcomings. The new models differ from
the original FKP model in two respects: First, each
new node is connected to the network via not one
but several edges, and these edges are chosen in a
way that optimizes the original tradeoff, but also a
secondary criterion related to how independent
these edges are (that is, how much different are the
paths to the first node that they create). Second, for
each of the old nodes that receive an edge, a new
edge may be added, with some small probability, to
the rest of the network. This reflects the real-life
situation in which new connections force an already
established node to increase its connectivity to the
rest of the Internet. Third, not all old nodes can
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receive such edges. Only certain nodes are
designated as fertile and are thus qualified to be
connected to new nodes; fertility depends on
connectivity and changes dynamically.

Perhaps more importantly, these new models are
tested experimentally by calculating several
parameters (including most of those proposed in the
literature) and are compared with the same
parameters of the real Internet. Many of the new
models produce graphs that are in excellent fit with
the Internet with respect to the test parameters. We
consider this thorough experimental evaluation
methodology as one of the main assets of this work.
In a separate paper [17], it is proven analytically
that several of these models produce graphs with
power law-distributed degrees.

In a recent authoritative survey of the area [14] it
is pointed out that, when it comes to models of the
Internet, there is a tradeoff between simplicity and
realism; that is, how close to the real Internet the
model is, and how complex and unintuitive does it
have to be to achieve such closeness. The models
presented here seem to occupy a very attractive
region in this tradeoff.

The rest of the paper is organized as follows.
Section 2 provides a brief review of the background
and related work. In Section 3 the new models are
presented. In section 4, several metrics of the new
models are computed and compared with those of
the physical Internet graph as well as with other
existing models. Finally, conclusions are given in
section 5.

2. Background and Related Work

The oldest and most influential model of random
graphs is the 1959 G[np] model of Erdés and
Rényi, in which edges among » nodes are selected
independently and with probability p [1]; the
degrees are thus concentrated by a Gaussian
distribution, according to the central limit theorem.
In 1999 it was observed [13] that the Internet
topology exhibits a power law degree distribution
asymptotically:

Plk;>x)=(x/B) " «x ' Eq.(2.1).

Here the symbol oc stands for “proportional to”, k; is
the degree of the ith highest degree node, f is a
scale parameter, and vy is the shape parameter or tail
exponent. It was later pointed out that, in addition,
Internet graphs are highly “clustered,” among other
properties.

Many evolutionary models (in which nodes arrive
one by one and are somehow connected to the
already existing nodes) have been proposed to
explain these observations. Of these the preferential
attachment models assume that the arriving node is
connected to old ones with probability proportional
to their degrees [1] [3], the tradeoff-based models

[2]1 [9] [12] in which the connections are such that a
multiobjective criterion is optimized. Both of these
families of models have been shown to generate
power-law degree distribution for the Internet AS
graph topology, but are lacking with respect to
other criteria. The next paragraph focuses on the
latter model.

The original tradeoff model, known as FKP [12],
is a simple evolutionary model. Each node i arrives
at a uniformly random point in the unit square, and
attaches itself to the node j that minimizes the
weighted sum of these two objectives:

min;.; {o - dy + ecc(j)}  Eq. (2.2).

The first term is the Euclidean distance between
the two nodes (the “last mile cost”), while the
second is the eccentricity of j, its distance from the
center (assume for simplicity to be node 1, the
historically first node). « is a weight capturing the
relative importance of last mile costs; it is known
that, except for extremely small and extremely large
values of this parameter, the degree sequence of
the resulting graph is power law distributed [4]
[12].

3. The Network Models

There are many reasons why, despite initial
promise, the original FKP model fails to be a good
model of the Internet topology. First, since each
node attaches itself to the network by a single edge,
the resulting graph is a tree — to put it otherwise, the
average degree is two, whereas the Internet’s
average degree is 4.6 for the graph of the
autonomous systems (AS). Naturally, there is no
clustering in FKP.

3.1 The Best Two (BT) Model

As in FKP, in the new models an arriving node is
located uniformly at random in the unit square. In
the simplest and most basic modification, called
BestTwo, instead of selecting one node ; that
minimizes (2.2), the two best such nodes are
choosen, and connect the new node to both.

This immediately makes the graph nontree, and
increases the average degree to 4 — closer to 4.6.
One disadvantage of this method is that the two
nodes that optimize (2.2) may be very close,
resulting in connections and paths of low diversity.

3.2 The Independent Path (IP) Model

Step la. A new node i is linked to the node j
according to Eq. (2.2) where ecc(j) is the hop
distance from vertex j to the initial node.

Step 1b. A second edge is attached from the new
node i to an already existing different node & that
minimizes the following quantity:



min y<; {a- dy + Com(j, k)}, Eq. (3.1)

where Com(j,k) is the number of common nodes
between the two shortest paths from both j and £ to
the center. In other words, this algorithm rewards
independence between the two connections.

3.3 The Enhanced Models

In the real Internet, links are not created only when
a new node arrives. As old nodes acquire more and
more connections and traffic, they may seek new
connections. This is captured by modifying the
previous models with the following additional step.

Step 2. After the new node has been connected to
two hosts, one of the hosts is also connected, with
probability p, with another old node, called the
peering node. This node is the one which minimizes
Eq. (2.2) for the host node.

These models are called Enhanced BestTwo
(EBT) and Enhanced Independent Path (EIP) with
parameter p. When p = 0, two unenhanced models
are obtained, while for p = .3 the average degree of
the resulting graph is 4.6, the same as that of the
real Internet.

3.4 The Controlled Distance (CD) Model

The real Internet is not a tree, and has rather low
power law exponent, while several of its nodes are
leaves. The FKP model has low exponent but is a
tree, with the vast majority of the nodes being
leaves. Our models above are not trees, but have
relatively high power law exponents (see Table 1),
and no leaves. Our new model decreases a little
this exponent while having high average degree,
and creating several leaves. In many ways it is the
best performing of our models, in terms of the test
parameters of the next section. The intuition is that
edges between nodes of intermediate centrality (not
quite leaves, but neither very central) are needed,
and our algorithm below achieves this.

The main idea is that the second edge is added not
from the new node 7, but from the node j to which
node i was connected. The connection is chosen so
that its hop distance from the center is not large:

Step 1. As before, the new node i is linked to the
node j that minimizes the quantity Eq. (2.2).

Step 2. A second edge is attached from j to an
another node £, that minimizes

ming {a - dy+ ecc(k)} Eq.(3.2)

over all & such that the hop distance fromj to £ is
at most a constant c.

To implement this model, one needs a fast
incremental algorithm that maintains the hop
distance between any two nodes, in the face of node

and edge insertions. This was done by adapting a
matrix representation of evolving distances [15].

3.5 The Fertile Node (FN) Model

In the real Internet not all nodes are likely to
acquire new connections. As the Internet grows, a
new node may or may not decide to invest on new
connections depending on the current traffic needs.
Moreover, because of competition only some of
the new nodes will get new customers. In the last
model we take into account this insight. Some of
the nodes are designated as fertile ones, and new
nodes are connected to the fertile node that
optimizes (2.2). A new node becomes fertile with
probability proportional to the age of its parent (the
number of iterations of the algorithm since that
parent arrived, never to exceed some upper limit u).
Besides, if a node has a number of children that
exceeds another constant ¢, then one of these
children, chosen at random, becomes fertile. More
detailed results, both theoretical and experimental,
concerning the fertile model are presented in [17].

4. Analysis of Internet Topology Models

We implemented the six models, including FKP,
within the framework of a general and flexible
topology generating Java program called TopGen,
and evaluated them by implementing 11 important
Internet-related graph metrics identified in [10].
The topology generator, its analysis evaluator and
more experimental results can be found in URL:
http://dias.aueb.gr/~p3030075/topgen.rar or by
contacting the authors.

Table 1 displays the results of calculating these
metrics for the output of the six models, and
comparing them to the same metrics of the actual
Internet graph obtained from [8]. To compare the
models effectively, the generated graphs have the
same number n = 8000 of nodes as the Internet
graph (see Fig. 1), and the parameter a in all
models is taken to be 90 (in the range of values
predicted by Theorem 1 in [12] to yield a power law
distribution). Also in Appendix A there are
presented some plots from various metrics that
where used (see Fig. 2 - 4).

4.1 Model Comparisons

With respect to the average node degree one can
see that the BT and CD models are close to the
average node degree of the autonomous systems
(4S). The maximum node degree k,, of the AS
graph is significantly smaller than those of the new
models.

The FN model exhibits the smallest value of £,
which is slightly larger than the one of the Internet.
On the other hand, the BT and EBT stochastic
models produce substantially larger deviations.



Table 1. Internet AS Graph and Network Models’ Simulation Results

AS FKP BT EBT CD IP FN
Graph

Avg. Node
Degree () 4.85 2 4.6 5.58 4 4 2
Max Node 2498 2500 3900 3800 3500 3300 2900
Degree
Power-law 4546 5298 2646 1550 2894 1005 7582
Max Degree
Frequent 2.14 2.3 2.61 2.78 2.586 2.9 2.21
Exponent y
Mean Local 0.29 0 0.6 0.42 0.59 0.33 0
Clustering
Rank 0.8 0.76 0.67 0.7 0.67 0.69 0.763
Exponent
CCDF 121 2.18 2.53 2.75 2.354 2.92 1.68
Exponent
Characteristic
Path Length 3636 9.75 7 73 7.33 7.97 7.44
Avg. neighbor— 6059 0.0005 0.001 0.001 0.002 0.0007 0.0006
degree
Max neighbor 04 0.001 0.0015 0.002 0.002 0.001 0.001
degree
i‘:;‘l’; degree 0.14 0.003 0.006 0.008 0.004 0.004 0.0036

Concerning the average neighbour degree, it has
been noticed that networks produced by the models
presented here give much lower maximum degrees
than those of real systems.

The IP model resembles most accurately the real
AS graph with respect to the mean local clustering,
while the CD and BT models exhibit the largest
deviations.

Our models achieve values of the exponents that
are quite realistic. Most scale-free networks are
known to have CCDF and frequent exponent values
that differ by exactly one. This property is not true
for the proposed optimization-based models.

The values of characteristic path length obtained
for the models presented here are substantially
larger than the AS graphs. But the new models,
when compared to the FKP model, are much more
accurate. Moreover, the FN model achieves a value
of the frequent exponent that is very close to the
one of the AS graph. Also the CD model achieves
by far the best value of the frequent exponent when
compared with the other two-edged models.

The CD model has been tested with various walk
path lengths. The results (not shown in the table for
brevity) indicate that by varying the path lengths we
can get almost any frequent exponent y in the
interval [2, 3], and also variable values of clustering
(some results are shown in Fig 2 and Fig. 4).

In the Fertile Node (¥N) model the number of
leaves is about 44% of the total number of nodes,
while in the (Internet) AS-graph the number of
leaves is 26% approximately. This, however, is a
substantial improvement over the original FKP
model, in which the number of leaves is about 87%.

Concluding, the new models are in reasonably
good agreement with the real Internet in regard to
these metrics. In particular, both Enhanced EBT
and EIP models with p = 0.3 have the right average
degree, while the latter has a mean local clustering
that is very close to the real measurement. The
exponent of the Controlled Distance (CD) model is
the best match (that is, the lowest) of the three.
However, the best exponent is that of the Fertile
Node (FN) model.



5. Conclusions and Future Work

The FKP model is a primitive way of taking into
account the complex decision making involved in
the evolution of the Internet; its power law behavior
can be shown analytically, and its power law
exponent is, empirically, quite accurate. On the
negative side, the FKP model generates trees with
no clustering and too many leaves. The extensions
of the FKP model introduced and evaluated in this
paper occupy a very interesting point in the
tradeoff, being quite simple and intuitive, while at
the same time the producing graphs are rather
Internet-like.

Furthermore, the experimental methodology
(generic and flexible topology generator and
standardized metric calculation) used in this paper
may be useful in future work. The models proposed
are simple enough that some of the crucial metrics
may be possible to calculate analytically. We have
some preliminary results on the exponent of the
fertile node model [17], but much work needs to be
done on this front.

Finally, it would be interesting to incorporate in
our models deletions of nodes and edges, certainly
an element of the real Internet which, to our
knowledge, has not been considered in the
literature.
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APPENDIX A
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Fig.1. Visualization of a CD Graph generated for
o =90 and n = 8000 using TopGen Program.
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Fig. 2. Log-log Plot of Degree vs. Frequency. The solid line is obtained by least-square fitting.
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Fig. 3. Plot of Degree vs. Average Neighbor Connectivity
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Fig. 4. Plot of Degree vs. Local Clustering



